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Solutions Bu:lt on Security™

The Premier IA & Cyber Security
Training Specialist

ISO 9001: 2008 Certified

CMMI® Level 2 Certified

Top 2% D&B Rating

VA Certified Service Disabled Veteran
Owned Small Business

DCAA Approved Accounting System
Approved Earned Value Management (EVM)



Service Disabled Veteran Owned Small Business -

lunar/line

Solutions Built on Security™
d

Lunarline Products and Tools

o DIACAP, CNSS, & FISMA Services (Training/Consulting/Testing)

o Federal Enterprise Architecture Security and Privacy Profile (FEA-SPP) Tool
o Data-Driven C&A Template (DIACAP, NIST, & CNSS)

e ATOMIC (sm) Critical Infrastructure, Key Resource Assessment Methodology

Lunarline, Inc. has provided Cyber Security program support
for over 15 Federal Agencies and several Fortune 500 Companies!

Prime Contract Vehicles

GSA Schedule 70, Veterans Affairs IT/Telecom BPA,
DOT FAA eFAST, Navy Seaport E

Partners on

SDV GWAC: Team SMS, DHS EAGLE: Team AT&T, Maryland State Consulting and
Technical Services (CATS),: Team Alion, ALIANT, ENCORE II: Team TranTech

TIA/ Cyber Security Solutions

Full Security and Privacy Program Support

Certification and Accreditation (NIST, DIACAP, DODIIS, NIAP, FIPS, CNSS, NSA)

Full Information Assurance and Cyber Security Training Programs (Tailored to your Agency)
BIA, Continuity of Operation Plans, Contingency Plans, Disaster Recovery Plans, Testing
E-Government (E-Authentication, Identity Provisioning/Management, Secure Portals)

IA Training (CISA, C&A, DIACAP, FISMA, CNSS, Security Awareness, Penetration Testing)
Incident Response and Eradication (Full Response Life Cycle, Monitoring, Testing, Training)
Penetration Testing (Whitebox/Blackbox), Security Control Assessments (SCA), ST&E
Physical Security Assessments, Secure System, Telecommunication Assessments
Risk/Vulnerability Assessments, Third Party Security, C&A (IV&V), Software Assurance
Secure Network Design and Implementation (Federal, NetCentric, Intell), SDLC Support
Critical Infrastructure, Key Resource Assessments (SCADA, Legacy, Wireless)

Security Policy, Procedures, Standards, SOPs, and Guideline Development/Updates
Enterprise Encryption, IDS/IPS, Firewalls, Anti-Virus, Biometrics, Patch Management




Cyber Security
ServiceCoverge

® Continutiy of Operation Plans/ Disaster
Recovery Plans

¥ E-Government

® |ATraining

¥ IncidentResponse

¥ Penetration Testing

® Physical Security

® Risk/Vulnerability Assessments

™ Secure Network Design and Implementation

® Secure System/Software Assurance
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DIACAP In-Depth (3-Day)
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Jan 5-7, 10 Crystal City, VA
Feb 8-10, 10 Crystal City, VA
March 2-4, 10 Crystal City, VA
April 6-8, 10 Crystal City, VA
April 27-29, 10 San Antonio, TX
May 11-13, 10 Crystal City, VA
June 15-17, 10 Crystal City, VA
June 15-17, 10 San Diego, CA
July 13-15, 10 Crystal City, VA
Aug 10-12, 10 Crystal City, VA
Aug 17-19, 10 Seattle, WA
Sept 13-15, 10 Crystal City, VA
Oct 5-7, 10 Crystal City, VA
Nov 2-4, 10 Colorado Springs, CO
Nov 16-18, 10 Crystal City, VA
Dec 7-9, 10 Crystal City, VA

nd many more...

DIACAP Intensity (4-Day)
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Jan 5-8, 10 Crystal City, VA
Feb 8-11, 10 Crystal City, VA
March 2-5, 10 Crystal City, VA
April 6-9, 10 Crystal City, VA
May 11-14, 10 Crystal City, VA
June 15-18, 10 Crystal City, VA
July 13-16, 10 Crystal City, VA
Aug 10-13, 10 Crystal City, VA
Sept 13-16, 10 Crystal City, VA
Oct 5-8, 10 Crystal City, VA
Nov 16-19, 10 Crystal City, VA
Dec 7-10, 10 Crystal City, VA
nd many more...

DIACAP Validator (5-Day)
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Feb 1-5, 10 Crystal City, VA
Mar 15-19, 10 Crystal City, VA
May 17-21, 10 Crystal City, VA
July 19-23, 10 Crystal City VA
Sept 20-24, 10 Crystal City, VA
Oct 18-22, 10 Crystal City, VA
Dec 13-17, 10 Crystal City VA
nd many more...
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DIACAP Training

The only NSA/CNSS (NSTISSI No. 4011) Certified Department of Defense Information
Assurance Certification and Accreditation Process (DIACAP) Training Courseware

« DIACAP Leaders

Experienced in DIACAP consulting, training, and implementation; Completed DIACAP
packages and training for all Components/Agencies, including those for DoD vendors,
e.g., vendor SW and enterprise solutions, Outsourced IT, etc; Seamlessly transitioned

clients from DITSCAP to DIACAP.
o Expert Cost Advantage

We are a SDVOSB Information Assurance (IA)/ Cyber Security Company - unlike
many DIACAP/ FISMA consultants IA/CS is not our second or third job - it is always
our first. We provide flexibility in contracting/invoicing, e.g., T&M, FFP, CPFF, etc.,
based on your needs. We employ and train EXPERTS so we always cost less in the

long run.
« Free DIACAP Tools and Templates

Developed extensive toolsets and templates to make DIACAP more efficient and
effective for our clients. We tailor all content to your specific needs!

It is our passion to train and develop the DoD
and Federal IA leaders of today and tomorrow.
We have provided DIACAP training for many
DoD,

ranging

Joint, and commercial customers,
DIACAP

stakeholders, including those responsible for

from all levels of
DIACAP completion (PM) to those responsible
IA- Controls

administrators, security managers, etc.) to the

for implementation  (system
Validators responsible for independent testing
of IA Control compliance for the Certification
Authorities. Our courses provide real life
DIACAP scenarios from certified professionals
that will prepare you to develop a successful
SIP, DIP, DIACAP Scorecard, POA&M, and all
associated artifacts. Lunarline courses provide
students with a fundamental knowledge of the
DIACAP. Students

relative to risk management in order to ensure

increase awareness

confidentiality, availability and integrity of
federal information and information systems.

These courses will also provide an

All instructors are actively supporting DIACAP projects and are DoD 8570 compliant. Our instructors actively participate on

understanding of the purpose of the C&A
process, identification of the DoD baseline
IA Controls, a roadmap in order to initiate
the DIACAP as well as implementation tips
world

and techniques founded in real

experience. All courses include printed
training manual and a CD/DVD containing
useful  documents, templates, resources,
and samples. Further, our support doesn’t
end once the course is over. Frequently
our instructors are contacted to provide
C&A strategy assistance and/or |IA control
implementation guidance well after the
courses have ended. In addition to the
schedule at left, classes are formed on an
be

tailored to your environment and specific

as-requested basis. Courses can
requirements. Let us tailor a program to
your Agency today!
www.diacaptraining.com

Phone: 571.481.9307

Email: DIACAP@Ilunarline.com

multiple security committees, working groups, and boards. Our instructors are thoroughly trained and experienced in
DITSCAP/DIACAP, NIST, FISMA, and DCID/CNSS.
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CNSS In-Depth (3-Day)

e Jan 26-28, 10 Crystal City, VA
e Feb 17-19, 10 Crystal City, VA
e March 9-11, 10 Crystal City, VA
e June 2-4, 10 Crystal City, VA

e Aug 3-5, 10 Crystal City, VA

e Nov 8-10, 10 Crystal City, VA

e Dec 20-22, 10 Crystal City VA
And many more...

CNSS Validator (5-Day)

e April 26-30, 10 Crystal City, VA
e July 26-30, 10 Crystal City, VA

e Sept 27-Oct 1, 10 Crystal City, VA

And many more...

No NIST, CNSS or DIACAP Project
is too difficult or too advanced!

Specialized, cleared staff with IA
abilities in all DOD AIS, Enclaves,
Outsourced IT, and Platform IT
systems to include secure
wireless, RFID, telecommunica-
tions/satellite, GPS, web
applications, SOA, mainframe/
legacy, embedded systems,
emerging technologies, weapon
systems, robotics/UAV, medical
devices, encryption, biometrics
and data centers.

Lunarline, Inc. courseware
meets all of the elements of the
Committee on National Security

Systems (CNSS) National

Training Standard for
Information Systems Security
(INFOSEC) Professionals,
NSTISSI No. 4011
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CNSS Training

The only NSA/CNSS (NSTISSI No. 4011) Certified Committee on National Security
Systems (CNSS) Information Assurance (IA) Training Courseware

Laws, Directives, Instructions, Standards, and Publications covered in the CNSS Courses

are:

¢ Intelligence Community Directive (ICD) 503

« The Risk Management Framework (RMF)

¢ CNSS 1253 (Overview Until Final Draft is published)

« Federal Information Processing Standard (FIPS) 140-2/199/200/201/ OMB 07-16 PII
« NIST SP 800-18 Development of the Systems Security Plan

o NIST SP 800-30 Risk Management Guide for Information Technology Systems

o NIST SP 800-34 Contingency Planning Guide for Information Technology Systems

o NIST SP 800-37 Certification and Accreditation (C&A)

o NIST SP 800-39 Managing Risk for Information Systems

o NIST SP 800-53A Guide for Assessing the Security Controls in Federal Information

Systems

o NIST SP 800-53 Revision 3 Recommended Security Controls for Federal Information

Systems

« NIST SP 800-115 Technical Guide to Information Security Testing and Assessment
o Intelligence Community (IC) Systems Security Plan

« Intelligence Community (IC) Security Assessment Report (SAR)

o Intelligence Community (IC) Plan Of Action and Milestones (POA&M)

The Lunarline Committee on National
(CNSS) In-Depth
and Accreditation (C&A)
Course provides an overview of the

Security Systems
Certification
Standards and

National Institute of

Technology (NIST) Special Publication
(SP) 800-37 C&A

Implementing the

process and
Risk Management
Framework (RMF) for National Security
Systems (NSS). This course will provide a
complete overview and scenario based
hands-on exercises of the RFM and
NIST / CNSS guidelines and Instructions
to provide a clear knowledge bridge for
those currently working with DCID 6/3 or
those whom have no C&A experience.

Lunarline provides three (3) courses within
the CNSS functional area. These courses
provide students with a fundamental
knowledge of the requirements,
regulations and processes mandated by
CNSS and ICD 503. Students will become
more familiar with ICD and achieve a
the CNSS

instructors

greater understanding of

process. Lunarline help
students develop a transition strategy to
the CNSS process.

Let us tailor a program to your Agency
today!

www.cnsstraining.com

Phone: 571-481-9307

Email: CNSS@Lunarline.com

Our instructors actively participate on multiple security committees, working groups, and boards. Our

instructors are thoroughly trained and experienced in DITSCAP/DIACAP, NIST, FISMA, and DCID/CNSS.



http://WWW.CNSSTRAINING.COM

FISMA Training

The only NSA/CNSS (NSTISSI No. 4011) Certified Committee Federal Information
Security Management Act (FISMA) Training Courseware
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Schedule

FISMA In-Depth (3-Day)

o Jan 20-22, 10 Crystal City, VA Laws, Directives, Instructions, Standards, and Publications covered in the FISMA Courses
e Feb 22-24, 10 Crystal City, VA are:

e March 24-26, 10 Crystal City, VA

e May 4-6, 10 Crystal City, VA

e July 6-8, 10 Crystal City, VA .
e Oct 12-14, 10 Crystal City, VA

And many more...

The Risk Management Framework (RMF)

« Federal Information Processing Standard (FIPS) 140-2/199/200/201/ OMB 07-16 PII

« NIST SP 800-18 Development of the Systems Security Plan

FISMA Validator (5-Day) « NIST SP 800-30 Risk Management Guide for Information Technology Systems

NIST SP 800-34 Contingency Planning Guide for Information Technology Systems

= Nov 26.Dec 3, 10 Crystal Clty, VA o NIST SP 800-37 Certification and Accreditation (C&A)

And many more... o NIST SP 800-39 Managing Risk for Information Systems

o NIST SP 800-53A Guide for Assessing the Security Controls in Federal Information
Systems

o NIST SP 800-53 Revision 3 Recommended Security Controls for Federal Information
Systems

_ o NIST SP 800-115 Technical Guide to Information Security Testing and Assessment
No NIST, CNSS or DIACAP Project i
is too difficult or too advanced! « Systems Security Plan
o Security Assessment Report (SAR)
Plan Of Action and Milestones (POA&M)

e June 7-11, 10 Crystal City, VA .
e Aug 30-Sept 3, 10 Crystal City, VA

Specialized, cleared staff with IA
abilities in all DOD AIS, Enclaves, .
Outsourced IT, and Platform IT
systems to include secure
wireless, RFID, telecommunica-
tions/satellite, GPS, web
applications, SOA, mainframe/
legacy, embedded systems,

The Lunarline CNSS Certified (NSTISSI knowledge of the requirements,

emerging technologies, weapon

systems, robotics/UAV, medical

devices, encryption, biometrics
and data centers.

Lunarline, Inc. courseware
meets all of the elements of the
Committee on National Security

Systems (CNSS) National

Training Standard for
Information Systems Security
(INFOSEC) Professionals,
NSTISSI No. 4011
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No. 4011) FISMA Information Security
Training prepares all students to develop
secure systems and all required C&A
artifacts. This hands on
development of the SSP, SAR, and
POA&M. Our
provides an overview of the C&A process

includes

in-depth C&A course

and implementing the National Institute of
Standards and Technology (NIST) RMF
Our
courses also provide overviews on OMB

and related Federal guidance.

Guidance and Federal Information

Processing Standards (FIPS).
provides three (3) courses within the

Lunarline

FISMA functional area. These courses

provide students with a fundamental

regulations and processes requirements,
regulations and processes mandated by
FISMA and guidance provided by NIST.
Lunarline instructors help students
develop a transition strategy to the new
NIST C&A process and prepare students
to become independent security control
Validators of the controls in accordance
with NIST SP 800-53A. We also provide
Agency Specific and IG Courses!

Let us tailor a program to your Agency

today!

www.fismatraining.com
Phone: 571-481-9307
Email: FISMA@Lunarline.com

Our instructors actively participate on multiple security committees, working groups, and boards. Our

instructors are thoroughly trained and experienced in DITSCAP/DIACAP, NIST, FISMA, and DCID/CNSS.
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Lunarline Mobile Courses
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Need your team trained? No time for travel? No Problem...We can come to you!

Solutions Built on Security™
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Lunarline, Inc. is an
1ISO 9001: 2008/CMMI Certified

SDVOSB that specializes in Cyber
/ Security and Information Assurance.

Lunarline, Inc. courseware meets all of the elements of the Committee on National Security Systems (CNSS)
National Training Standard for Information Systems Security (INFOSEC) Professionals, NSTISSI No. 4011

6 Mobile courses are one of Lunarline’s most popular offerings. With instruction delivered througm
out the world, Lunarline provides the flexibility to train virtually anywhere. We understand that our
customers support real time, mission critical operations and are not necessarily available to travel —
no problem, we’ll bring the training to you. Our mobile courses are highly specialized and can be
tailored to your environment — Service, system and situation specific needs will be considered. In
fact, many of our Mobile courses culminate into a C&A strategy development for your system. We
have tailored DIACAP, FISMA, and CNSS courses for DISA, Army CIO G6, Air Force, Army
(CENTCOM, SOCOM, LIA, NETCOM), Navy (SPAWAR), JSF and PM-JAIT, DOL OIG, Aetna
Healthcare, Philips Electronics, SRI International, Lockheed Martin, Northrop Grumman, and more.

“It was a great training course! The instructor showed great professionalism
and expertise on the whole C&A process. If we ever get more contracts that
require DIACAP, | would be happy to bring Lunarline back to provide additional

training or better yet, hire Lunarline as a consultant.” — DoD Contractor, SRI
\\ Go to www.diacaptraining.com for more customer testimonials. /
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Need more information?

Want to reserve your seat in our training?

Contact Melissa Dawson Today!
(571) 481-9307
melissa.dawson@lunarline.com

Training Success Stories

160th Signal Brigade | Donald
Delahunt

“Mr. Krush is an awesome instructor
who conveys the material so all can
understand. In 24 years of service with
DoD, he is the best with DIACAP and
validation.”

US Army | Stephen Kirchhoff

“The course was an excellent way for me
to get a real world understanding of the
process after learning about the process
through the online resources that are out
there. I now feel like I have some
direction when I go back to my unit to
build our package.”

L-3 Communications | Jeanine Trusty
“Mr. Russell was an excellent instructor.
The course was very informative. I left
the training with a clear understanding of
DIACAP. I am very satisfied with the
materials and would recommend it to
others.”

Raytheon | Martha Downing
“Excellent instructor! Keeps the class
interesting by relating personal
experiences.”

Connect With Us

in]_f

We will tailor our Information
Assurance and Cyber Security
Training Modules to your specific
IA, Component, and Cyber

Security requirements.

Utah Army National Guard | Adam
Crenshaw
“I have been working with
implementing the DIACAP for a few
months. This course has made the
process more clear and helped me
define better process for
implementation.”

We have the flexibility to train
NetlQ | Kia Ewing virtually anywhere. Our mobile
“Great class, truly!! I came in with courses are highly specialized
minimal DIACAP knowledge and left and can be tailored to your
the course with a much clearer
understanding of the process and all its
varying components.”

environment. Your service,
system and situation specific
needs will be our driver anytime
and anywhere in the world.

Quantum Research International|
(CONUS/OCONUS)

Sarah Ringo
“This course is exactly what I needed to
become efficient in my job position. I
feel I have the right tools to be confident
enough to explain and complete a
DIACAP package. Thanks!”

All courses include a printed
manual and a CD/DVD containing

useful documents, templates, re-
sources, and a definitive guide to
Iun a Iln e the C&A transformation. Our expert

Solutions Burlt on Security™ instructors are available to assist

and guide you even AFTER the

1235 S. Clark Street
Suite #1100
Arlington, VA 22202
571.481.9300 ph
202.315.3003 fax
www.lunarline.com

courses have ended.



