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Solutions Built on Security™
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An Information Assurance / Cyber Security Company
VA Certified Service Disabled Veteran Owned Small Business (SDVOSB)

Corporate Overview
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Lunarline Quick Facts

Solutions Built on Security™

EMPLOYEES:

Clearances 52% Secret or higher

Retention Rate 88%

Locations NC, VA, MD, DC, GA, FL, CA, IL, WA, CO

Primary Facility Arlington VA - 4000 sq ft. with Training Facility

Customers DoD/Civilian 80%, Commercial 20%

Company Certifications ISO 9001:2008 ¢+ DCAA ¢+ CMMI L2/1ISO 27001

Individual Certifications CISSP ¢ PMP ¢ CISA ¢« CEH ¢ CBCP ¢+NSA¢ GSEC ¢+ OSWP ¢ CTT+ ¢
Security+ ¢+ MCP ¢ Cap ¢+ ISSPCS ¢ ISSEP ¢ CISM ¢« CCNA

Courseware Certification CNSS (NSTISSI 4011, CNSSI 4012 and NSTISSI 4015) certified cyber
security and privacy training courseware — INFOSEC Professional

Awards D&B Customer Sat. 98% ¢ DOT Cyber Security Excellence Award ¢ Cyber

Security Forum Initiative 5-Start Training Award ¢ Inc. 5000 ¢ Smart100

Degrees / Education 70% Bachelors, 20% Masters, 5% PhDs
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Specific Cyber - )
Security Capabilities hhhed AARE "

SERVICES CUSTONERS /' CERTIFICATIONS

Security Program and Privacy Support DoD, VBA, DOT, DOI, HHS, DOJ, DOC, NOAA, NASA, Aetna, Several
Commercial Customers

Cyber Security Training ISO 9001/CMMI L2 / NSA/CNSS Certified — Worldwide (DIACAP,
CNSS, FISMA, CyberWar, Privacy, Tailored Programs)

Secure Architecture / Secure FEA SPP / CIO Council / NIST / DoD / IC Developed Secure Web-

Development Based Security SDLC Tool with CPIC and Architecture Requirements
(Enterprise, Segment, Solution)

Next Generation Systems / Emerging DoD Next Generation Wireless Communication (NGWC) for Logistics —

Technologies FULL SDLC Security — Rapid Security Design/Prototyping / Redesign

CIO/CISO Security/Road map DOT, HHS, DoD, OST, FMCSA, BTF, DOC, FAA

Modernizations

Independent Security Assessments DoD, BTF, FRA, FMCSA, DOC, LIA, OST
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Specific Cyber
Security Capabilities

R

Certification and Accreditation / Federal Authorization

Security Automation

FISMA Security Training Programs

Continuity Planning

Incident Response

Mobile / Wireless Security
Cloud Security Assessments

OIG Specific Support

Social Media Security

© 2011 Lunarline, Inc.

Solutions Built on Security™

DoD, VBA, DOT (FRA, FMCSA, FAA, PHMSA, DOI, HHS, DOJ,
DOC, NOAA, NASA, Aetna, Philips)

DOT FRA, DOT FMCSA, DOC, FAA, OST

VA, DOC, DOT, DoD, MILDEPTS, HHS, DOG, NOAA, NASA

DOT, NOAA, DOI, DoD, DOC

DOT FRA, DOT FMCSA, DoD

DoD, FCC, FRA
DOT, FRA, FCC

HUD, DOI (training)

FCC, DOT



Core Capabilities

CYBER SOLUTIONS

Full Security SLC/SDLC Support
(Initiation through disposition)

E-Government (E-Authentication,
Identity Provisioning/Management,
Secure Portals)

SPECIALIZED SERVICES

IA / SECURITY PROGRAM SUPPORT
/C&A (NIST, NIAP, FIPS, DIACAP,
DCID, NSA, ISO) / IV&V / Road Maps /
RMF

Solutions Built on Security™

CERTIFIED TRAINING

Specialized Cyber Training
Certified Courseware
Certificate Programs

Incident Response and Eradication
(Full Response Life Cycle), Security
Monitoring — Security Strategy/EA

Business Impact
Continuity of Operation Plans
Contingency Plan /Disaster Recovery
(Development/Testing)

FISMA/DIACAP/CNSS
Overview / Management
In-Depth / Intensity
Validator

Wireless Security (802.11X, Fixed
Dish, Mesh, Satellite, GPS, RFID,
Proprietary)

Compliance / Risk Assessment,
Financial Audit Procedures and Best
Practices (FISMA, GAAP, FISCAM,
DCAA, SAS70/90 Audits)

Security Training Programs
Specialized and Tailored to your
Organization / Agency

Secure Network Design/development /
Implementation (Federal, DoD, Intel,
CIP/KR) / Encryption / PKI

Security Requirements Analysis
Security Functional Analysis
(systems/robotics/weapons)

Cyber Warfare
Hands-on / Tailored
Offense / Defense / Technical /
Management / Strategy

Physical Security Assessments
Risk Assessments
Incident Response / Contingency
Planning Testing

Program Support Training
Security +, CISA, CISSP

Security Policy Procedure
Standards and Guideline Development
(Templates)

Penetration Testing (Whitebox /
Blackbox) —Security Control
Assessments (SCA) / Risk

Assessments

Recovery / Business Continuity /
COOP Planning




Customers
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Qur Cyber Security Students

> USArmy » USCENTCOM

» FORSCOM » Combined Forward
Headquarters (CFH) and

» Army NETCOM Theater Net Defense (TNC)

» Army Research Labs

» AFRICOM

» US Army Reserve » SOCOM
» Navy SPAWAR » Army Signal Command

. » DOT
» Air Force » INSCOM
» US Navy, Joint Staff » NETWARCOM s
» PM-JAIT » NSA =
o N » DOE

» OMB

» DoDCIO » CECOM

» White House

> US National Guard » Business Transformation 6
» DISA / Cyber Command Agency '

» Army Central Command »  Marine Corps » Fortune 500 | 5000
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Products and Tools

Solutions Built on Security™

»  Continuous Compliance Monitoring & Reporting (CCMR) Platform — Real Time Risk Assessment
» Mobile Device Security Platform (Apple, Blackberry, Android, Windows Mobile, Symbian)
» ldentity Management Solutions (CAC/PIV/Network/Application/Web/Physical)
»  Specialized IA / Privacy Training Programs
(Tailored to Agency/Technology)
» DIACAP, CNSS, & FISMA Services (Training/Consulting/Testing/Implementation)
» Rapid CMMi and ISO 27001 Services/ Audits
» Federal Enterprise Architecture Security and Privacy Profile (FEA-SPP) Tool

»  ATOMIC (sm) Critical Infrastructure, Key Resource Assessment Methodology
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Contract Vehicles

» DOT FAAeFAST

» GSA Schedule 70

» \Veterans Affairs IT/Telecom BPA
» Navy Seaport E

» SDV GWAC: Team SMS

» DHS EAGLE: Team AT&T

» Maryland CATS: Team Alion

© 2011 Lunarline, Inc.
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Solutions Bu .'t rity ™

R23G: Team Arinc

IRS TIPSS-4: Team BAH
NETCENTS EISM: Team DRC
ENCORE II: Team ManTech

Alliant Large: Team Wyle Information
Systems
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Contact Us

Solutions Built on Security™

Mr. Waylon Krush, CEO Keith Mortier, President & COO

Phone: 571-481-9300 or Mobile: 703-200-8123 Phone: 571-481-9302 or Mobile: 571-236-4190
Email: waylon.krush@lunarline.com Email: keith.mortier@lunarline.com

Dr. Julie Mehan, VP of Cyber Security Jennifer Hawks, VP of Business Development
Phone: 571-481-9300 or Mobile: 703-725-7814 Phone: 571.481.9306 or Mobile: 858.472.1023
Email: julie.mehan@lunarline.com Email: jennifer.hawks@lunarline.com
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WEBSITES:

www.lunarline.com ¢ www.diacaptraining.com ¢ www.fismatraining.com ¢ www.cnsstraining.com

ISO 9001:2008 ¢ Maturity Level 2 of CMMI® ¢+ NSA/CNSS Approved Training ¢ VA Certified SDVOSB

_ Note (throughout this presentation):
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